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15. A Cyberconflict Analysis of Chinese Dissidents Focusing on Civil Society, 

Mass Incidents and Labour Resistance  

Athina Karatzogianni and Andy Robinson 

 

 

Introduction 

 

This chapter employs the cyberconflict perspective (Karatzogianni, 2006; 2009; 10 

March 2010; 2012a; 2012b; Karatzogianni and Robinson, 2010) to offer an in-depth 

analysis of Chinese dissidents in the People’s Republic of China (PRC) focusing 

particularly on the last decade. A distinction is drawn between sociopolitical (or 

active) social movement uses of the Internet — which focus on organization, 

mobilization and the networked form of the medium itself — and ethno-religious (or 

reactive) social movement uses, which subordinate the medium to vertical logics. 

These are often expressed in terms of ad hoc mobilizations and tit-for-tat defacements 

and cyberattacks adhering to closed and fixed identities, such as nationality, religion 

and ethnicity.   

 

Cyberconflict is a synthesis of three overlapping theories of social movement theory 

(for sociopolitical movements), conflict theory (for ethnoreligious movements) and 

media theory (the intersection of cyberconflict, capitalism, and the state). This theory 

is applied in the context of a systemic structural analysis of capitalist power, in a 

context in which neoliberalism and regime maintenance are both mutually 

reproducing and undermining. While the Internet, as a networked technology, is most 

appropriate for networked forms of power, it exists in a dynamic field in which 

hierarchies, and hierarchy-network hybrids, also proliferate, containing and 
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channeling its emancipatory potential through strategies of recuperation, repression, 

inclusion and exclusion. More specifically, cyberconflict theory examines how 

politico-economic reforms, the media environment, and e-governance have affected 

dissent in China (i.e. communist party ideology, constructions of social and political 

identities, representations of and by dissidents, and link to e-governance; control of 

information, level of censorship; alternative sources; media effects on policy; political 

contest). Second cluster of elements of concern are the effect of ICTs on mobilization 

structures, organizational forms, participation, recruitment, tactics and goals of 

dissidents, as well as changes in framing processes and the impact of the political 

opportunity structure on resistances in China. Third, in relation to ethnic, religious and 

cultural dissent, examines how the communist party state and dissident group 

identities are constructed in relation to ethnic/religious/cultural difference, and the 

national and competing identities construction. Also, hacktivism (or invariably termed 

digital activism, tech activism, cyberactivism) and information warfare in China are 

discussed in a variety of settings, especially in relation to social networking media and 

contemporary dissent. 

 

To engage with these areas, this chapter is divided into three main sections. The first 

discusses the political environment in China to provide the context for dissent and 

involves a broad stroke on neoliberalism in China with a further discussion on 

censorship and control in this environment. A second section maps networked dissent 

in terms of the impact and use of Information Communication Technologies (ICTs) in 

relation to civil society, mass incidents and labour resistance, and shows how it links 

to broader resistance in the global mediascape. The final section concentrates on 

nationalism and the symptomatic repression of ethnic and religious minorities, as well 

as nationalism, which fuels and links to cybercrime and patriotic hacking. 
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Hypercapitalism and its Discontents 

 

Critics such as He Qinglian have suggested that neoliberalism in China has led to 

growing inequality and corruption (Arrighi, 2007: 15–16). In effect, the 

transnationally-led growth strategy has transferred resources en masse to private 

capital in coastal cities, so as to provide incentives to lure transnational capital (Wei 

and Leung, 2005; Yusuf and Wu, 2002), an approach known in China as ‘building 

nests to attract birds’ (Zweig, 2002: 60).  Changes in the urban landscape, for 

example, show the replacement of corporatist and traditional spaces with spaces of 

information-economy capitalism (Fu, 2002: 114).  Transnational capital dominates 

urban areas both symbolically and economically, expressing itself in orthogonal 

growth (Gaubatz, 1999).  The arrangement of spaces along a functional capitalist 

level, with clustering of economic functions, is particularly apparent (Rimmer, 2002). 

Finance capital and landlords, aided by technocratic political leaders, become 

dominant classes within local power-structures (Jessop and Sum, 2000: 2288; Yusuf 

and Wu, 2002: 1224; Chen, 1998).  Transnational capitalist projects are unrestricted 

by state power (Wu, 2000: 1363).  The state is able to extract rents on transnational 

flows (Zweig, 2002: 23–24), but suffers from increased dependency, as well as from 

the growing power of those on whom it depends to resist rent-extraction.  As in all 

global cities, local elites maintain rent-extraction mainly through immobile 

infrastructure such as real-estate (Brenner, 1998: 15), which function as the source of 

monopolistic superprofit nexuses, allowing the extraction of above-market profits 

through non-reproducible conditions (Taylor, 2000). In China, such rent-extraction 

runs against traditional rights of state tenants, who local elites dispossess at will in 

order to accumulate revenue from corporate rents (Zhou and Logan, 2002: 141). 



 4

 

Furthermore, there is a discontinuity in global city emergence, with connectivity but 

not command-and-control functions (i.e. maintaining authority but with a distributive 

style of decision making), spreading to peripheral locations. Beijing for instance has 

much higher quantitative scores for connectivity than command-and-control (Taylor et 

al., 2009: 231, 238), while Hong Kong scores third in the world for connectivity, but 

lacks global command functions (Taylor et al., 2009: 234, 237–238). Chinese global 

cities, as with others in the global South, differ from their Northern counterparts in 

being focused on attracting foreign investment (Wei and Leung, 2005: 19–20; Shi and 

Hamnett, 2002: 128). It can thus be argued that (coastal urban) China has become a 

dependent peripheral state within neoliberal capitalism, rather than an emergent 

hegemonic contender. This regime of accumulation is partly sustained in classic 

Southern fashion (Wolpe, 1972) by the persistence of a largely non- or semi-capitalist 

agrarian sector, which underpins sub-reproduction-cost wages and resultant 

comparative advantage. This dual economy allows the hyperexploitation of 

undocumented migrants from rural to urban areas, with rural areas effectively treated 

as an internal periphery. Like other such models, it is destabilised by its simultaneous 

reliance on, and accumulation-by-dispossession at the expense of, the non- or semi-

capitalist sectors. In addition, cities continue to rely on rural hinterlands (Lin, 2002: 

302).  

 

Some scholars write of a crisis of governance, with the regime seeing the effects of 

neoliberalism as introducing instability that threatens to produce ‘chaos’ (luan) 

(Kluver, 2005: 78). Along with other means such as nationalism, e-governance 

initiatives have been introduced as an attempt to re-stabilise Chinese society. Part of 

the difficulty with the position of the Internet in China is that it is simultaneously 
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useful for neoliberalism and harmful to authoritarianism (hence to the specific form of 

neoliberalism prevalent in China). Rawnsley (2007) argues that the Internet’s 

horizontal, networked structure is appropriate to ‘economic modernisation’, and hence 

necessary for China, but clashes sharply with a centralised, hierarchical governance 

system. Regime integration depends on mainly vertical structures. Hence, Qiu (2003: 

10–11) suggests that the path-dependency of institutional legacies is the main reason 

for Internet censorship. However, there are also real dangers. The regime is highly 

fearful of ‘linking-up’ (chuanlian), the formation of horizontal connections and 

solidarities between different sites, which was central to the Cultural Revolution and is 

seen as prefiguring society-wide mobilisation. The widely observed result is a self-

contradictory relationship in which China both embraces the Internet and fears and 

seeks to control it (Taubman, 1998; Qiu, 2004: 101; Kalathil and Boas, 2003; 

Endeshaw, 2004).  

 

Less widely noted is the basis of this contradictory policy in divisions between 

fractions of the Chinese elite, with growth-oriented technocrats pitted against state-

control interests in the army, propaganda system, and security agencies. The former 

care more about developmental-state concerns, the latter about keeping power and 

winning any emerging cyberwars (Qiu, 2004: 110). The latter institute policies which 

are unjustifiably costly in developmentalist or neoliberal economic terms, but which 

also serve as job-creation and import-substitution initiatives inside China (ibid., 112).  

China's attitude to global information flows is thus self-contradictory. The regime both 

wishes for such flows for economic reasons, and fears that they could be its downfall 

(Bennett, 2010). In particular, the regime is afraid of pro-democracy messages coming 

out of the global mediascape (Appadurai, 1990: 305). 
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Moreover, it has been noted that ‘[t]he Chinese government has chosen to address 

through information technology, problems of corruption, transparency and local 

government reform, and the development of poor areas’ (Kalathil and Boas, 2003: 13). 

In effect, a controlled Internet provides the possibility for feedback mechanisms, 

which fall short of accountability, and therefore fall within the regime’s view of 

stability. In part, this is an attempt to combat the culture of dissimulation by allowing 

a direct connection between the centre and individual citizens, bypassing local 

officials and allowing their surveillance by the centre (Kluver, 2005: 85). These are a 

recent, computer-mediated variance of a wider reliance on ‘limited bottom-up citizen 

participation’ as an accountability mechanism to control local officials, a practice 

which is dangerous for the regime, as participants often take up politicised issues 

(Minzer, 2009: 82–83). Such mobilisation is aided by the fact that many local 

governments have been slow to take up computer technologies (Qiu, 2004: 107; Tong 

and Lei, 2010).   

 

Further, the regime is making increasingly sophisticated use of control modalities 

which combine commercialisation with government restriction, co-opting private 

actors to reinforce control. This process is creating a type of Internet openness, which 

is restricted to entertainment functions (Weber and Lu, 2007; Qiu, 2004: 113–114). 

Despite the apparent softening, repression is never far below the surface, and seems to 

be constructed to pre-empt and premediate dissent in advance through the logistical 

closure of space and the multiplication of both formal and informal regulations. For 

instance, in November 2012, the Communist Party congress was accompanied by at 

least 130 arrests of dissidents, others placed under house arrest or exiled from Beijing, 

bans on pigeons, balloons, taxi door handles, ping-pong balls, and remote-control 

aircraftrestrictions on transport, and closures of NGOs such as the Beijing Aizhixing 
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Institute of Health Education, which offers advice to migrant workers. At least half the 

sex workers in the city were reportedly arrested and expelled from Beijing. The 

Ministry of Information Technology expressed the need to ‘seal the network’ 

(fengwang), during the Party Congress, and it was impossible to access the New York 

Times article exposing the financial operations of Premier Wen Jiabao (Barboza, 26 

October 2012; Jacobs, 3 November 2012). ‘Unlucky’ words such as ‘death’, ‘die’ and 

‘down’ were even banned from TV shows (Economic Times, 3 November 2012). 

 

This general climate of repression — which is typical of major events in China — 

creates a generalised feeling of disempowerment, an inability to protest, and even an 

existential gap between the regime and any possible opposition. The Economic Times 

(3 November 2012) quotes a microblogger: ‘In the face of these absurdities, we are 

powerless. It’s a reminder that no matter how ridiculous and comical, this is an era 

that we can’t laugh in.’ Ai Weiwei, an international artist and famous dissident, who  

is going to be discussed more extensively below, said his police minders allowed him 

to engage with anything, except the coming party congress. ‘To be honest, it’s O.K. 

because it’s just an internal meeting for those people. It has nothing to do with me. Or 

with anyone else, really’ (Jacobs, 1 November 2012b). Shao Jiang (1 November 

2012), another leading dissident summarizes in one paragraph the political climate in 

the country: ‘Stability maintenance’ has been bolstered as a way to strip the rights of 

human rights lawyers, activists, petitioners and digital activists. This is a departure 

from the reign of President Jiang in the 1990s, which was characterized by its 

suppression of members of the China Democracy Party and Falun Gong practitioners. 

Methods of suppression under the recent administration have become more calculating 

than before, with authorities making blatant and extensive use of diverse and often 

harsher techniques to retaliate against activists, including abduction, enforced 
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disappearance, torture, illegal detention in ‘black jails’, soft detention, forced 

‘tourism’ (a form of residential surveillance away from home), and trumped-up 

charges like ‘disrupting public order’ or ‘tax evasion’. 

 

Such intimidation is focused on activists, and its degree of visibility to the wider 

public is debatable. The regime relies on an array of ‘deliberately vague and arbitrary 

regulations’ to maintain control (Rawnsley, 2007; c.f. Dickie, 2007). In this context, 

signals such as web censorship and news bias may serve to signal the limits to 

tolerated dissent at a particular time. Tuinstra (2009) suggests that Chinese users now 

rely on the Internet as their eyes and ears regarding government policy and practice, 

creating risks to the government in interfering too much with it. Pye (2001) suggests 

that Chinese leaders rely on informal decision-making to maintain control. This 

echoes broader patterns of ‘shadow power’ typical of the global South. 

 

China’s cyberspace censorship regime has been deemed the most extensive in the 

world (see Walton, 2001; Chase and Mulvenon, 2002; Qiu, 2004; Dowell, 2006; Lum, 

2006; Karatzogianni, 2006; Minzer, 2009; McKinnon, 2010; Zittrain and Palfrey, 

2010; Cunningham and Wasserstrom, 2011). China seeks to control the Internet by 

funneling connections ‘through a small number of state-controlled backbone 

networks’, which are in principle vulnerable to censorship and surveillance (Kalathil 

and Boas, 2003: 21). This is an attempt to combat the horizontal, rhizomatic 

architecture of the Internet. It is continuous with the Maoist ideal of vertical control of 

communication (ibid. 18). 

 

Nevertheless, the viability of such strategies long-term and on a wider scale is 

questionable in the current global communications environment. This has led to an 



 9

emerging policy of ‘not trying to control too much’ (Dickie, 2007).  It has been 

suggested that China is using its censorship systems ‘sparingly since this prevents a 

new generation of Internet users from discovering the numerous ways netizens have 

figured out to thwart their efforts’ (Tuinstra, 2009), in effect choosing a relatively 

lightly censored Internet over a more heavily censored, and therefore more widely 

resisted, control system. It has also been suggested that the ‘great firewall’ has been 

replaced or supplemented with second- and third-generation forms of control based on 

corporate censorship, the normalisation of surveillance, and state-sponsored 

information campaigns (MacKinnon, 2010: 27). This makes the approach of simply 

enabling dissidents to circumvent first-generation blocking insufficient or even 

dangerous (ibid. 30). As a result of such measures, Yang (2009) argues that China has 

moved from sovereign power based on 'hard control' such as Internet censorship, 

towards disciplinary and biopolitical power based on ‘soft control’ through using 

human actors’ self-censorship and responsiveness to cues.  

 

On the other hand, the feeling of efficacy inspires online protests. Surveys also reveal 

that people both trust the Internet as a source of information, and feel it to be an open 

space in which their discussions are not restricted (Yang, 2009: 132). Tuinstra (2009) 

suggests that the Internet obtains trust as an information source in China because 

western media are suspected of anti-Chinese bias, and Chinese media regarded as 

controlled. Information continues to reach Chinese Internet users through social media 

and other sources, leading to a credibility gap, which delegitimates the government 

(Rawnsley, 2007). However, skepticism is necessary regarding the effects of 

information flows. Quantitative research suggests that the credibility of official media 

is a much bigger correlate of political outlook than access to alternative information 

(Hu and Zhou, 2002). Similarly, Thornton (2009: 202–203) suggests that problems of 
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astroturfing and difficulties assessing the scale of dissent render it difficult for online 

movements to gain trust. The regime is also trying to steer online discussions through 

the use of paid astroturfers, known in China as the ‘fifty cent party’. It has been 

estimated that at least 280,000 astroturfers are paid by the Chinese regime, in addition 

to party members who do it for free, and independent bloggers co-opted by regime 

patronage (Bandurski, 2010; MacKinnon, 2010: 23–24). There is also a system of 

hiring college students to work part-time as Internet police and censors (Qiu, 2003: 

11). 

 

Transnational Digital Networks of Dissident and Protest 

 

 

‘The struggle is worthwhile, if it provides new ways to communicate with 

people and society’. 

 

‘If someone is not free, I am not free’. 

— Ai Weiwei 
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(Image 1 and 2.  Screenshots of artist and dissident Ai Weiwei’s parody of PSY’s 

Gangham style on YouTube incorporating handcuffs in his dance routine.) 

 

 

 

‘Overall we feel that every person has a right to express themselves and this 

right of expression is fundamentally linked to our happiness and even our 

existence. When a society constantly demands that everyone should abandon 

this right, then the society becomes a society without creativity. It can never 

become a happy society’. 

 

— Ai Weiwei video interview Lamborn, 25 October 2012 
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(Image 3. Twitter Screenshot: Debating Chinese dissidents and Western Values on 

Twitter, 30 July 2012) 

 

 

The above images and words which commenced this section show the global media 

literacy of celebrity dissident Ai Weiwei, which extends to the appropriation of the 

popular ‘Gangnam Style’ Internet meme. This suggests that Ai is an artist and 

dissident who understands social media activism and knows how to obtain and retain 

the attention of a global audience. Ai Weiwei here shows himself to be more attuned 

to the global mediascape than the Chinese regime, which persists in its skepticism 

towards cyberspace and global media culture. It is thus not entirely inaccurate to say 

that Ai has ‘escaped’ through YouTube: he is able to exist within an alternative 

sociopolitical community through a computer-mediated transition to a global scale.   

 

This type of dissident is partly a product of immaterial labour development in China. 

Intellectuals and artists, involved in what has been termed immaterial affective labour 

(Hardt and Negri, 2000; Karatzogianni and Schandorf, 20 October 2012), are often 

expected to be dissidents, and the correlation of dissent and intellectual status are 

expressed in artistic and literary awards to Chinese dissidents. This expectation of 

dissent is transmitted from the west via global discourse, and runs against a Chinese 

tradition expecting intellectuals to serve the state. Intellectuals in China move within a 

space in which limits to government tolerance constantly shift. China also has a 

division between Tizhi (official system) writers and Minjian (literally ‘among the 

people’, i.e. unofficial) authors. Minjian intellectuals often admit to being outsiders, 

but deny being dissidents or activists as they seek to stay just inside the margins of 
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regime tolerance (Zhou, 2005). The Chinese regime is enthusiastic about international 

recognition of intellectuals, but unhappy when they use their status to demand 

reforms. For instance, when Mo Yan won a Nobel Prize for Literature, Chinese 

Communist Party (CCP) propagandist Li Changchun observed that it ‘reflects the 

prosperity and progress of Chinese literature, as well as the increasing influence of 

China’ (Tatlow, 2012b), ignoring Mo’s call for the release of Liu Xiaobo, a previous 

prize winner from 2010. Similarly, when Liao Yiwu won the German Book Trade’s 

Peace Prize, he accepted his award with ‘a scorching speech whose theme was: ‘This 

empire must break apart’ (Tatlow, 2012b). 

 

The style of transnational dissent discussed here, resonates with broader cases of 

scale-jumping as a means to appeal to the global community to protect human rights. 

Wanning Sun (2010: 540) explains the usefulness for the scale-jumping concept:  

 

Chinese media within the context of two related social processes: a growing 

social-spatial stratification within China on the one hand, and the formation of 

widespread but uneven translocal linkages on the other. Additionally, it may 

help us gain a clearer appreciation of how communication technologies and 

media practices either assist or inhibit the activity of scale-fixing or scale-

jumping, activities that are engaged in by various players: the state, capital, 

individuals, and of course, media institutions. 

 

 In other cases, such a rescaling has given considerable power to local actors whose 

political opportunities are blocked at a national level, through appeals using global 

human rights discourse (Sikkink, 1993). The Internet encourages such scale-jumping. 

As Severo et al. (2011), following Barabasi, have argued, an Internet posting moves 
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an issue from a local to a global scale. This is partially the case in China, as the regime 

is unable to control hacktivist groups located outside China (Qiu, 2004: 113). This 

allows dissident groups to promote what Thornton (2009: 187–188) calls a 

‘boomerang’ effect, with activism curving around local repression and indifference to 

generate foreign pressure on local elites. For instance, Ai Weiwei stands out as 

particularly able to use the global mediascape, firstly in his use of social media to 

solicit funds, and secondly in conforming to the model of ‘explicit’ dissident which 

the western press understands. He uses this media-constructed role to engage with an 

international audience. Ai has also attempted to articulate transnational dissident 

concerns with wider social unrest in China. In particular, he has taken part in 

campaigns over the government’s handling of the 2008 Sichuan earthquake in which 

90,000 people died. 

 

Despite this repression Ai, like many Chinese dissidents, stops short of a 

democratisation agenda, instead calling for liberalisation. In this, he is in continuity 

with many Minjian intellectuals. However, he is too explicit to be Minjian, and is 

rather the style of dissident that the west understands and appreciates as he is explicit 

and connected at the international level via social media and artist circles in major 

cities around the globe. For example his art is exhibited internationally and a movie 

made about his activism was played in many international film festivals.  Kelliher 

(1993: 380) has argued that to understand what was termed ‘the democracy 

movement’ (minzhu yundong or shortened as minyun) in its various phases (1987–

1989, 1986–1987 and 1989) means to ‘examine how Chinese intellectuals conceived 

of democracy; what political role…assigned for themselves; and what sort of elite-

mass relations prevailed within the movement, between intellectuals, on the one hand, 

and workers and peasants, on the other’. In his analysis, Kelliher argues that 
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mainstream activists who dominated the movement focused on liberalisation, as in the 

establishment of rights to protect people’s freedoms from government interference. It 

was only radical elements of the movement who pushed for democratisation and 

popular sovereignty. The exile journal China Spring talked of ‘first strike for human 

rights and then for democracy’. It is worth diverting here to add that one of the major 

articulators of Chinese dissidence are political exiles and the diaspora in western 

countries, Hong Kong, Macao, and Taiwan (for instance see M.Y.T. Rawnsley, 2012). 

 

Yet it is the historical context which can provide the answer to the up until now failure 

of protest, dissidents and resistance groups to topple the ‘Communist’ regime, 

effectuate reform or engage in any sort of dialogue with the elites forming the 

hierarchies of the state apparatuses. When an opportunity seemed to present itself in 

the aftermath of the Arab Spring in 2011, dissident calls for mobilisation seemed to 

meet with little popular response. This failure to construct an overarching, popular 

dissident project is partly a result of the authoritarian practices routinised in 

contemporary China, from Internet surveillance to detention in labour camps to the 

everyday presence of street wardens and police. Another partial explanation is 

provided in the assertion by Kelliher (1993) that one of the reasons has been 

dissidents’ demand of liberalization, instead of democratisation.   

 

However, there are also problems in that the multitude, a thousand plateaus of dissent 

and rebellion — celebrity dissent, rural and labour unrest, and separatism — remains 

unarticulated under a common frame. This pushes dissent back into the arms of the 

regime. The Kelliher argument is significant also in another sense. Intellectuals 

monopolised the debate, creating an idea that excluded mass supporters and were 

unable to talk to peasants and workers in a language they understood, while the urban-
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rural divide devastated prospects for a mass democratic movement (Kelliher, 1993: 

381). This democracy was limited in a sense to intellectuals to the extent that Kelliher 

argues that ‘the notion of elite democracy was a close cousin to the new 

authoritarianism (xin quanweizhuyi) — the hard government/soft economy variety, the 

notion that democracy would have to wait until the economy developed (ibid., 381). 

 

Within China, moves towards contestation on the up-down axis can be seen in terms 

of the still more cautious emergence of a networked civil society. Guobin Yang’s 

voluminous work in particular makes a strong case that the Internet is driving an 

emerging civil society or public sphere in China. Within China, tolerated civil society 

groups have emerged synergistically with the Internet, facilitating participation (Yang, 

2003: 405). For example, the emergence of environmental NGOs ‘coincided with the 

development of the internet in China’ (Yang, 2005: 58). Yang goes as far as to suggest 

that China is undergoing ‘a veritable associational revolution’ fuelled by the Internet 

(Yang, 2009). The incipient, dynamic nature of local civil society has rendered it 

particularly prone to adopt online methods (Yang, 2003: 406–407), with social uses 

emerging earlier than e-commerce and e-government (ibid., 411). 

 

Guiheux (2009: 135–136) suggests that the Internet has contributed to an increase in 

the number and range of political voices in China. The emergence of Chinese civil 

society, effectively an included stratum in negotiation with market and state, is still 

severely constrained by the context, though this has not prevented it from negotiating 

the relationship (Yang, 2005: 66). In a study of online forum postings, Hang (2003) 

concludes that the Internet is creating a nascent virtual public space in China. 

Similarly, Reese and Dai (2009) observe that censorship now takes place against a 
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background of global connectivity, with bloggers emerging as a media watchdog 

criticising censorship. 

 

The 2009 Panyu anti-incinerator protest in Guangdong, Zhao (2011) shows the 

importance of modern technologies in generating pressure for protesters’ aims. 

Suggesting that this is linked to the middle-class, upwardly-mobile constituency of the 

protests, Zhou argues that the Internet was used to get around regime censorship. 

Methods such as blocking websites, censoring newspapers, and interfering with 

protesters’ transport arrangements proved insufficient given protesters are constantly 

evolving their use of ICTs. In addition, protesters were using modern technologies to 

disseminate live information, research and present alternative information, debunk 

government claims, and deter repression by filming officials (ibid. 20). New 

technologies create a means to challenge regime framing in such a way that the 

‘rightfulness’ of protest can be articulated. She also draws attention to the post-

representational nature of the protest, in which, when told to select representatives for 

negotiation, the crowd chanted: ‘We don’t want to be represented’ (ibid. 17). 

However, protest leaders seem in practice to have tried to keep the movement within 

non-transgressive bounds (ibid. 23). The Internet is crucial in allowing such 

environmental movements to succeed. Ma Yan, an environmentalist who won the 

Goldman prize, pointed to social media as being responsible for the frequency of 

environmental protests in China: ‘Social media is a game changer. People can educate 

themselves and share information’ (Larson, 29 October 2012).   

 

A recent example of how social media accelerate protest is the protest against the 

building of a petrochemical plant in Ningbo. According to news reports, the protest by 

mainly middle-class residents, organised through microblogging, smartphone apps and 
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social media, was successful in forcing the authorities to cancel the project within two 

days (Larson, 29 October 2012). A similar case occurred in 2007, when residents in 

Xiamen used the Internet and text messaging to coordinate a demonstration against the 

building of a chemical plant (Yang, 2009: 129). Another such protest — which 

succeeded without much government opposition — was directed against the extension 

of a train line, which would reduce house values and pose a health risk (Cunningham 

and Wasserstrom, 2011: 17). The middle-class composition of the protest perhaps 

explains the widespread use of social media, but this protest also prefigures possible 

future mobilisations as the Internet spreads to working-class and rural populations. It 

seems likely that the Chinese regime will have increasing difficulty in its strategy of 

using information blocks to impede social movements. 

 

Another successful example (there are obviously protests that do not and more 

research could be done into understanding impact factors), mainly involving students, 

another group of relative ‘Internet haves’, saw online protests rapidly diffuse around a 

murder at Beijing University in 2000. Protests on campus and online were closely 

coordinated, and the issue rapidly spread from the murder itself to issues of free 

speech online (Yang, 2003a: 469–472). Yang concludes that ‘the internet facilitates if 

not completely satisfies the key conditions of the emergence of popular protest’, 

overcoming information problems and offering speedy, low-risk means of 

communication (Yang, 2003: 472). Research on participants in pro-democracy 

protests in Hong Kong similarly suggest that the Internet was an important mobilising 

channel, with 54 percent listing the Internet or emails as important factors motivating 

them to join a march (Ma, 2009: 59).  Protest organiser Ng Gene-bond first discerned 

widespread student concern about the ‘Article 23’ reform from web forums, then set 

up a website to promote the march (Ma, 2009: 58). Kuah-Pearce (2009: 112) terms 
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this part of the emergence of a ‘protest ideology’ and ‘protest space’ in Hong Kong, 

with anti-globalisation overtones. Another recent example of this was the Occupy 

camp in Hong Kong, which ironically was tolerated while sites in America and 

Europe were suppressed. The camp lasted nearly a year before finally being 

suppressed, making it the last major Occupy camp to survive (Bradsher, 2010).   

 

 

‘Mass Incidents’ and Labor Resistance  

 

 

One recent phenomenon is the ‘large-scale internet mass incident’, which is a form of 

online protest usually used to censure government failures and corruption.  The 

government has been forced to react quickly to such campaigns, and 'rush solutions to 

appease public opinion', as well as to channel them into e-government (Tong and Lei, 

2010: i-ii).  The mass unrest phenomenon in China is difficult to quantify as most 

incidents are unreported.  According to official sources, there are around 80,000 ‘mass 

incidents’ each year.  The term 'mass incident' is regime-speak for a demonstration or 

revolt in which police repression or negotiation is attempted.  Some of these cases 

involve 'serious clashes between the public and the police' (Li, 2008).  Such incidents 

have increased sharply, from 8,700 per year in 1993 to 23,500 in 1999, 58,000 in 2003 

(Keidel, 2005: 1), 80,000 in 2007, and 180,000 in 2010 (The Atlantic, 2012).  China 

has apparently changed recording criteria since then to avoid further such publicity 

(Goldkorn, 6 January 2013).  Commentators refer to the 'extraordinary scale of social 

unrest' shown by such clashes (Keidel, 2005: 1).  The majority of incidents are almost 

certainly rural, with many focused on issues of land grabs, corruption, abuse by 

officials or police, or pollution.   
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Reflecting Internet use patterns, these campaigns tend to express the political 

orientations of the middle-class and students, but these concerns can also focus on the 

mistreatment of vulnerable people by the elite.  Indeed, according to Yang, the three 

main issues of online campaigns are nationalism, misconduct by the powerful, and 

harm to vulnerable individuals (Yang, 2009: 127, 129). The trick with such 

mobilisations is to catch the attention and imagination of the mass of Internet users 

who are mostly online for entertainment purposes. ‘The more outrageous the incident, 

the more likely it is to arouse the virtual crowd’ (Yang, 2009: 134).   

 

Responding actively to the space opened by tolerance of localised protests, ‘Internet 

mass incidents’ have encouraged scrutiny at a local level. Local officials are put under 

mass surveillance for slips of the tongue, corruption and so on (Tong and Lei, 2010: 

5–6). Other campaigns target police abuse. Like street protests, it has been suggested 

that online protests of this kind serve as a means to vent frustration against wider 

problems (Tong and Lei, 2010: 10) and that they are at root about ‘the dark side of 

economic transformation’ (Yang, 2009: 130). 

 

The modalities of such protests have been hotly debated. In terms taken from new 

social movement theorists Poster and Melucci, Yang (2009: 129) argues that such 

campaigns are ‘symbolic challenges’. Their main significance is in allowing the public 

to reframe issues. In contrast, Minzer (2009: 105) argues that, in a system where 

performance targets matter more than formal laws or legal rights, ‘disgruntled parties’ 

have learnt that Internet campaigns and mass petitions or protests (which put local 

leaders in violation of targets) are more effective than formal processes. The success 

of such protests shows both the regime’s fear of widespread dissent and its 
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preparedness to make partial concessions to head it off. In a cautionary analysis, 

Zheng (2008) warns that the most effective campaigns have been those that do not 

challenge the regime itself, instead dividing different factions of the regime against 

each other. When regime legitimacy is at stake, a repressive response it still typical.  

Activism is thus typically complicit with the regime’s use of the Internet as a regime 

feedback mechanism (2008: 165). Conceding on such issues can be a way to prolong 

CCP rule without enacting substantive reforms (MacKinnon, 2010: 11).  Furthermore, 

Xi Chen argues that, while petitioners have become more effective and achieved 

'impressive successes' using the Internet, regime censorship has made this channel 

inaccessible in many cases (2009: 456).  The mechanism of scale-jumping is also 

central to such protests, which often target local issues or problems, but bypass local 

power blockages by operating on a national scale.   

 

Such developments have led to hopes that democracy is slowly emerging through 

everyday networks. In contrast, Wang has concluded that ‘the Internet is unlikely to 

offer democratic hope for China’ (2009: viii). This is because most users do not take 

part in political activities, as they participate in government-sponsored activity due to 

nationalism (ibid. ix). He suggests that Chinese netizens are most likely to protest 

against foreign forces, in continuity with grassroots nationalism (ibid. 39–40). The 

regime seems to encourage this channeling of discontent by being relatively tolerant 

of such protests (ibid. 104). Internet use does not statistically predict protest 

participation (ibid.112), though this is perhaps to be expected given the correlation of 

Internet use with high social status.   

 

Western-based websites often act as redistributors of underground dissident material 

(Abbott, 2001: 103). For instance, the Epoch Times, a Falun Gong-linked newspaper, 
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claims to have distributed one of its texts to 2.3 million Chinese users, and drawn 15 

million into its campaign to renounce CCP membership (Thornton, 2009: 179).  

Thornton also suggests that the Epoch Times acts as an amplifier of successful actions 

(2009: 184). Hence, resistance to the Great Firewall continues to take subversive 

forms. According to Qiu, ‘[t]he global networked nature of such oppositional forces is 

the most fundamental source of frustration’ for China (2003: 13). However, activists 

outside a closed political context have limited leverage over regimes (van Laer and 

van Aelst, 2009: 246). In related cases within China, students use media such as 

BBS’s to repost controversial material in protest at its censorship (Zhou, 2006: 218). 

In 2009, Chinese users overran a German website called the ‘Berlin Twitter Wall’, 

using it to get around censorship (MacKinnon, 2010: 2). In addition, the fluidity of the 

Internet has proven useful to both sides, as in the case of the purported resignation of 

official Meng Weizai, in which resignations and denunciations were exchanged by the 

two sides (Thornton, 2009: 179–181).   

 

Such contestation on the up-down axis seems particularly risky, however. There is 

something of an anomaly that mass workers’ protests often occur without serious 

repression, but visible dissidents like Charter 08 can be sentenced to a decade in jail.  

Much depends on whether a protest can be framed in terms drawing on the regime's 

own heritage — for instance, strikes against foreign companies (Cunningham and 

Wasserstrom, 2011: 15–16). The regime also seems harsher on protests which ‘have 

the potential to draw support across generations, across classes, and across the 

country’ than on those focused on local issues (ibid. 18). 

 

Further, Chinese workers continue to be subject to the hegemony of the market and of 

the state (Blecher 2002: 287). Pun (2005) argues that global capital and market 
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mechanisms have inflicted an unprecedented wound on society and that migrant 

workers have not become a new working class because the state has impeded their 

emergence: ‘Dangongmei, as half peasants and half proletariat, are displaced subjects 

produced by the hybrid conjugation of state and market machines’. Lee (2007: 71) 

discusses a range of protests emerging from Chinese workers, differentiating them 

into a number of categories: Protests against wage and pension arrears; neighbourhood 

protests over public services; bankruptcy and redundancy protests; protests against 

corruption and abuse. 

 

Despite the diversity of issues, Lee suggests there is an underlying continuity beneath 

workers’ grievances. ‘The common denominator underlying these incidents is a 

pervasive working class feeling of betrayal by the state and victimization by the 

market economy’ (Lee, 2007: 71). In this sense, these are protests of desperation. Lee 

looks at how workers frame themselves in protests, including the ‘masses’ 

(qunzhong), ‘weak and disadvantaged groups’ (ruoshi qunti), ‘working class’ 

(gongren jieji) and ‘citizens’ (gongmin). He makes an argument that class 

consciousness is muted because of problems arising from the identification of 

working-class power with state socialism.  Since new workers (particularly migrants) 

must confront the domination of the capitalist class while also being excluded from 

the traditional categories of state socialism, this causes difficulties (Lee, 2007: 195).   

 

Uneven development provides the driving-force behind such unrest. While some are 

not directly economic, they are generally ‘reported as reflecting depressed economic 

conditions affecting the demonstrators’ (Keidel, 2005: 1; c.f. Hung, 2010: 336). Many 

protests are directly economic, focusing on issues such as pay, layoffs and water 

rights. Others focus on forced displacement, for instance due to desertification. Even 
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ethnic conflicts often have an economic subtext (Keidel, 2005: 2–3). Such problems 

arise from the shifts entailed by neoliberal reforms, and Chinese peasants and workers 

‘attribute their difficulties to injustice and government incompetence’ (ibid. 6), an 

analysis brought to crisis-point by corruption and misconduct (ibid. 7–8). The usual 

modality is for protests to target local injustices and demand central government 

support to resolve them. According to Keidel’s analysis, there are two layers to 

grievances. Most of their ‘basic energy’ comes from ‘dissatisfaction over the impact 

of economic reforms’, but this is often intensified by ‘widespread enterprise and 

government corruption and malfeasance’ (ibid. 1).  

 

The role of the Internet is important in spreading information about such protests and 

making repression costly, because backfires, thus leading to larger protests. The 

Weng’an incident discussed by Li (2008) is a case in which the Internet enabled a 

rapid spread of information, bypassing regime disinformation and denial. It was 

reported that 10,000 people attacked official buildings as part of a revolt resulting 

from a suspicious death blamed on local officials. The spread of images from the 

revolt required the regime to back down from its initial position of denial and to admit 

the existence of the revolt. Li goes as far as to argue that the Dengist strategy of using 

state violence against protests to prevent public demands is no longer effective, as the 

public has become ‘a power beyond law’. With incidents channeling bottled-up anger, 

and information now more accessible than before due to the Internet, repression is no 

longer enough (Li, 2008). This creates a spectre of the possible spread of revolt: the 

potential for revolution created by the digital materialisation of protest, theorised as 

the ‘revolutionary virtual’ during the Arab Spring uprisings (see Karatzogianni, 2012; 

2013). When this risk occurs, the regime no longer resorts mainly to the suppression 

of dissent, but instead channels unrest against local officials. As a result, in the case of 
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Weng’an, ‘the primary target of official sanction was not the rioting townspeople but 

the local officials’ (Li, 2008).   

 

According to Elizabeth Economy, protests are usually ‘local in nature and generally 

resolved with a combination of payoffs, arrests, and promises of future improvement’, 

occasionally supplemented by ‘action against local officials’ (Economy, 2004). The 

regime relies on handling them ‘like brush fires’, treating each as an isolated case and 

containing any broader challenge. Economy suggests that this is being undermined by 

the growing scale of mobilisations, particularly against dam-building, which now 

cross local and provincial boundaries. Similarly, Lum (2006: 12) suggests that protests 

have become better organised due to Internet and cellphone technologies. Ecological 

protests are beginning to link Beijing-based NGOs, which employ virtual 

communication and lobby for central government support, with militant villagers, who 

use tactics such as taking officials hostage. In one case, an NGO took villagers to a 

previous resettlement site to expose inadequate provision. In another, local students 

acted as bridging connectors to bring local issues onto the Internet. Hence, growing 

connectedness is undermining the potential for control in the face of sociopolitical 

uses of the Internet. If business-as-usual proves insufficient, the regime’s options seem 

to be more extreme repression or reform (Economy, 2004). 

 

The modalities of Internet use within this type of activism are mainly sociopolitical. 

Huang and Yip (2012) examine the Panyu and Xiamen protests and suggest that the 

Internet had four main uses: as information-disclosure platform, site of discussion, 

mobilisation structure, and means to find external allies. This typology is typical of 

sociopolitical uses of the Internet, which focus on mobilisation and network-building. 

Three sociopolitical uses of the Internet impacting on the offline world are highlighted 



 26

by Yang (2009: 137–138): the instantaneous advertisement of offline protests, the 

dissemination of online content as posters, and the use of the Internet as an organising 

space. Similarly, Cai (2008) suggests that the pervasiveness of mobile phones and 

recording devices makes it more difficult for the state to resort to repression.  The 

pattern can be traced through a number of revolts. 

 

Another example occurred in Guangxi Chuang autonomous region in 2007. Local 

officials launched a hardline drive to enforce the one-child policy, including forced 

abortions and home demolitions, sparking local unrest in which official buildings were 

destroyed (Minzner, 2009: 55). This is another case in which policies were reversed 

due to unrest, although it is also notable that the harsh crackdown violated central 

instructions. Minzner argues that local officials were placed in an impossible position 

between hard targets and restricted methods, which led them to violate the latter 

(2009: 55-6). Similarly, in 2005, an attack by hired assailants on farmers protesting 

against a land grab, in which six villagers were killed, was captured on video and 

publicised on the Internet, leading the regime to fire two local leaders and reverse the 

land grab (Lum, 2006: 4–5). Even more spectacularly, in 2012 residents of Wukan 

successfully defeated a land grab by local politicians, seizing control of their village 

and expelling police. After five days, the government backed down and not only 

reversed the land grab, but also allowed villagers to elect their own local leaders (The 

Atlantic, 2012). In 2010, a strike at the Honda Lock car parts factory by 

undereducated migrant workers revealed strikers to be 'surprisingly tech-savvy'.  

Accounts were spread online within hours, action coordinated by website, videos of 

security guard brutality uploaded, and stories of a previous labour victory accessed 

online.  Strikers stopped using the QQ text messaging service after it was infiltrated by 

guards, but have got around censorship by using code words and alternative networks 
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such as VOIP (Barboza and Bradsher, 2010).  In another case, Severo et al. (2011) 

study the Internet spread of a ‘Bloody Map’ showing patterns of violent evictions in 

China. A Chinese blogger used forty-six  

 

The relatively positive outcome of some such conflicts is partly due to their 

recuperability. Because they are focused on the left-right axis and mainly local in 

scope (even though they function as a synecdoche for wider discontent), they can 

often be defused through local concessions. Nevertheless, such protests can be seen, as 

shifting power-relations without rupturing the dominant transcript, a key modality of 

infrapolitics (Scott, 2012). Protests are usually theorised through O’Brien’s (1996) 

model of ‘rightful resistance’ using dominant rhetoric and demands for realisation of 

existing rights and policies. Hung (2010) suggests that the growth of ‘mass incidents’ 

in China suggests that people fighting for their rights — known as the wei-quan 

movement in Chinese — pose a greater threat to the regime than before, and that 

modern ICTs are part of the reason for this, with ‘at least some coordination of 

action/movement’ (Hung, 2010: 331). He suggests that citizens ‘are now being 

awakened and empowered to set their own policy agendas both in cyberspace and 

physical life’ (ibid. 337). However, he also notes that such movements typically do 

not question regime legitimacy, instead pursuing rights within the dominant frame 

(ibid. 333). Furthermore, the fact that even western observers cannot establish the 

sites, causes, casualties or outcomes of most ‘mass incidents’ points to a continuing 

information problem. 

 

The impact of the Internet extends to labour movements, despite their arising mainly 

among the information ‘have-less’. As Qiu (2009) observes, knowledge of ICTs is 

spreading ‘to a greater portion of society’, leading to ‘the formation of grassroots 
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urban networks among have-less youth’. This has an amplifying effect on dissent, 

partially overcoming information problems: ‘The problems triggered by for-profit 

reform force angry youth to roar together — not only in Zhengzhou and Dalian but 

also online and in the blogosphere — to protest the unfair situations that they are 

thrown into. This time, their voices are heard’ (Qiu, 2009: 140). 

 

Another example discussed by Qiu (2009: 194) about the power of blogs in pre-social 

media period was the example of Uniden employees 2004 in a Japanese electronics 

plant in Shenzhen, where the workers used blogs to broadcast the progress of their 

collective action. Nevertheless, Qiu does not view working-class access to ICTs as 

constituting a sufficient condition for cultural and political empowerment: ‘Given the 

early formative stage of the technosocial emergence, its still has to involve larger 

segments of the urban society, including elite members, mass media, and 

institutionalized forces, especially the state’ (Qiu, 2009: 243). 

 

However, a couple of limits have appeared to this type of dissent. There is substantial 

dissent among rural and labour groups, but their dissent does not overlap substantially 

with international celebrity dissidents. In general, popular groups are nostalgic for the 

Maoist period, and hence not necessarily critical of state authoritarianism. However, 

they tend to be skeptical of neoliberal economic reform and concerned about the 

problems (such as corruption and instability), which it has brought in its wake (Tang, 

2001). Opinion surveys show declining satisfaction with neoliberal reforms, 

particularly among rural and working-class groups (Tang, 2001: 896, 904). In terms of 

the Political Compass, this locates them in the top left quadrant. Their grievance with 

the government runs mainly along the left-right axis, which places them diametrically 

opposite the celebrity dissidents. In Hu and Zhou’s (2002) values mapping, 
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Communism shares with post-materialism a spiritual rather than physical needs focus, 

which places both at odds with individualistic materialism, but differentiates them 

along an individualism-collectivism axis. Public opinion research in China suggests 

that there is no significant critical mass for change. Pro-regime attitudes are strongest 

on issues of social control, with majority support for state authoritarianism, but 

weaker support for neoliberalism. However, people also report feeling increasingly 

disempowered, more so than during the Maoist or Dengist eras, as survey results have 

indicated a declining sense of political efficacy (Tang, 2001).  

 

Another limit is the relative inaccessibility of new technologies. Chinese Internet use 

has been historically concentrated in the areas (coastal cities) and strata (urban 

educated middle-class) that benefited from neoliberalism (Abbott, 2001: 106). This 

stratification has been undermined as usage has spread, but nevertheless, rural and 

labour strata remain relative 'information have-less'.  Today, around 29 percent of the 

Chinese population has Internet access (Tong and Lei, 2010: i). However, 28.8 percent 

of users are students, 28.5 percent white-collar and professional workers, and 7.5 

percent government staff. Only 2.8 percent are farmers, 4.4 percent documented 

workers, 2.4 percent migrant workers and 9.8 percent unemployed (Tong and Lei, 

2010: 3). Hence, ‘those who may benefit the most from counter-hegemonic uses of the 

Net may be precisely those who have least access to it’ (Warf and Grimes, 1997: 270). 

People in these groups tend to be digital ‘have-nots’ or ‘have-less’. However, Qiu 

(2009) documents the spread of the Internet to the ‘have-less’, leading to a working-

class network society used both for self-betterment and labour control. He also 

suggests that the spread of the Internet today is insufficient for labour empowerment, 

with Internet use still relying on alliances with other forces (Qiu, 2009: 243). Finally it 

is important to note that migrants are excluded from protest. A large portion of the 
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population are migrants from rural areas who, lacking an urban hukou and 

corresponding right to live in the cities, are equivalent to undocumented migrants in 

other areas.  Local migrants rarely develop a sense of community in their locality as 

they lack rights, and they are often blamed for social problems by other residents. 

 

 

Nationalism, Ethnic, Religious Minorities and the Cybercrime Frame 

 

Since the Tiananmen Square protests in 1989, the Chinese regime has constructed a 

new ideological basis in a nationalist narrative aggressively promoted through media, 

propaganda and education (Zhao, 1998). Key aspects of this narrative include a golden 

age of national greatness, the ‘Century of Humiliation’ when greatness was destroyed 

by imperialists and internal division, and a current re-emergence as a major power. 

Emergence is articulated somewhat anomalously with economic growth, and seen as 

dependent on national unity and the prevention of luan. National division and disorder 

are seen as sources of misery and weakness, usually caused by foreigners (Zheng, 

1999: 13–15). Nationalism in China includes elements of pride about economic 

growth, and a narrative blaming state weakness for earlier humiliations (ibid. 2, 17). 

 

The promotion of nationalism has allowed a relatively free cyberspace to nevertheless 

remain firmly under regime control. Nationalism is a powerful force in Chinese 

cyberspace, which includes the aggressive promotion of nationalist discourse 

throughout the Chinese diaspora, and the crowdsourced reproduction of a narrative of 

stolen greatness and revival (Wu, 2007). Chinese survey respondents were almost 

twice as likely to protest over foreign compared to domestic threats (Wang, 2009: 

179). Nationalism is often seen as counteracting the tendency for cyberspace and 
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indeed protest more broadly to become sites of dissent, with nationalistic netizens and 

protesters prone to follow the government line even when they have the power to 

counteract it (ibid.). Indeed, there are recurring rumours that the regime encourages 

protests targeting foreign countries as a safety valve (Sinclair, 2002: 26). Nationalism 

is used to encourage passivity and compliance in the face of unpopular reforms (Tang, 

2011: 908). Indeed, authoritarian beliefs seem to be actually increasing in response to 

the apparent success of Chinese development (ibid. 899–900). 

 

Although this is usually seen as reinforcing regime control of the Internet, it also 

creates spaces for autonomous political discussions through which users ‘challenge 

the state monopoly over domestic nationalist discursive production’ (Liu, 2006: 144) 

and in which the nationalism stoked by the regime spills over outside its control 

(Hughes, 2002). Wang’s research suggests that nationalists are no less likely to protest 

against the Chinese government than others — the loyalty derived from nationalism 

seems to be offset by greater online political activity, with the Internet effectively 

weakening the ‘taming effect’ of nationalist discourse (Wang, 2009: 189–191). Hence, 

the Internet can function as a route around ideological blockages. On the whole, 

however, it seems that the power of nationalism as a form of reactive network-

formation allows the emancipatory potential of the Internet to be countered. 

Networked power emerges, but takes increasingly reactive forms, and is thereby 

plugged into dominant hierarchical power-apparatuses. 

 

It is this pervasive nationalism, which allows the regime and its supporters to discredit 

transnational dissidents by portraying them as pro-western and anti-Chinese. In the 

Global Times , which reflects the Chinese government’s views, Shan Renping (16 

October 2012) in a surreal twist asks dissidents to overcome their hatred, portraying 
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them as irrationally hostile to the regime. He claims that dissidents are ‘closing 

themselves off’ to Chinese reform, that ‘Chinese are used to Westerners using 

dissidents’, and that prizes for dissidents will fail to undermine relations between 

China and the west, as he assumes they intend. The logic here is that dissidents are 

dangerous, because of their potential to use the global mediascape to pressure for 

reforms. 

 

The major impact of the violence of nationalist discourses has been the repression of 

ethnic and religious minorities. The most extreme instances of repression have without 

a doubt occurred in Tibet (Xizang) and East Turkestan (Xinjiang), which are the 

locations of strong separatist movements. The Chinese media have framed conflicts in 

Tibet and Xinjiang as ethnic conflicts, and have drawn on a powerful nationalist 

discourse in countering them. The repression of these protests and revolts has been 

particularly fierce, with hundreds rounded up and some protesters sentenced to death.  

Both movements, however, are highly active online, with networked online 

movements providing a context in which digital nationalisms are sustained in the face 

of repression. 

 

The Tibetan cause is particularly well-situated. Powers (2004) conducted a web search 

on Tibet and found that, of the first 230 URLs, all but three were pro-Tibetan, the 

three being Chinese government sites (p. viii). He observes that ‘modern technology, 

including the advent of affordable desktop publishing and the Internet, allows a people 

that has lost the war militarily to continue the ideological struggle through the 

production and reproduction of its version of events’ (ibid. 3–4). The Tibetan exile 

leadership, including the Dalai Lama, use the Internet to disseminate speeches and 

other material, and have generated worldwide movements, such as the March 10 
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commemorative demonstrations (ibid. 143). This strategy is at once sociopolitical, 

using the Internet mainly to promote a particular view, and ethnoreligious, 

establishing a conflict frame between two contending accounts.  However, the regime 

has managed to mobilise nationalist counter-protesters to target Tibetan protests 

abroad, particularly during the Olympic torch relay protests of 2008 (Wang, 2009: 

158–159). In Australia, Chinese officials have also been caught sneaking copies of 

pro-regime works into bookshops (Powers, 2004: vii). 

 

A similar process of survival through the Internet is observed in the persistence of 

various suppressed spiritual groups such as Falun Gong and qigong groups. Exiled 

leaders were able to continue to issue directives to followers. Aided by public 

relations professionals in the west, such sects converted into ‘cybersects’ able to 

maintain a network of believers while remaining anonymous (Thornton, 2009: 186). 

In the case of Falun Gong, Yuezhi Zhao refers to the group’s media as ‘rhizomatic’, 

‘global’, ‘multilayered’, ‘interactive’ and increasingly computer-mediated, to the 

extent that ‘the Internet has been instrumental to its more prominent emergence as a 

transnational global community’ (Zhao, 1998 cited in Yang, 2009). Furthermore, they 

are even able, through an exemplary case of scale-jumping, to organise protests 

around the world whenever Chinese leaders visit (Tai, 2006: 106). In one case, they 

were even able to hack into and broadcast on a local radio station in China (Thornton, 

2009: 198). 

 

Uighur nationalism in Xinjiang, in common with similar movements worldwide, is a 

historical construct arising from the educational activities of intellectuals, and took 

place prior to the rise of the CCP (Schluessel, 2009). Today, the Internet continues 

such educative activity.  Indeed, research suggests that the modern mediascape and 
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related consumption are causing Uighur culture to thrive and expand (Erkin, 2009). In 

this context, Uighur are turning to the Internet to construct narratives of national 

identity, a phenomenon referred to as cyber-separatism (Gladney, 2004: 229–259). 

Compared to Tibet, the Uighur cause has proven unattractive in the west due to 

associations with Islamism, but has powerful resonance in Muslim countries, 

especially Turkey (Shan and Chen, 11 July 2009: 15–16). Chinese commentators, 

reluctant to admit a national dimension, chalk the conflicts down to economic 

inequalities, which persist in spite of affirmative action (Shan and Chen, 11 July 2009: 

14). In particular, minorities face disadvantages from lack of contacts in the Han-

dominated national market, and tend to be outside the ‘modern’ capitalist economy. 

Local handicrafts and commerce are often decimated by Han-led modern industries, 

and Uighurs resultantly believe that economic growth benefits only Hans (Shan and 

Chen, 11 July 2009: 18–19). It has been suggested that the 2009 ‘Urumqi Riots’ in 

Xinjiang were spread by a ‘ripple effect’ arising from ‘the power of modern 

communications, such as cell phones and Internet’, which explains for instance why 

an initial fight in Guandong was so quickly translated into conflict in Xinjiang (Shan 

and Chen, 11 July 2009: 15). Shan and Chen (11 July 2009: 15) suggest that the 

regime had learnt from the Tibet unrest of 2008, rapidly shutting off cellphones and 

the Internet, but allowing access by foreign media. 

 

Nationalism also leads to emerging forms of cyberconflict. Nationalist hacktivists 

react intensely to international conflicts, emerging quickly to coordinate mobilisations. 

Their ‘collectivist tendencies and links to state and corporate establishments’ set them 

aside from western hacktivists (Qiu, 2004: 116), and also clearly mark them as an 

ethnoreligious cyberconflict group. It takes the form of a recurring ‘short-term 

political spasm’, which emerges quickly and aggressively, and disperses quickly under 
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state pressure (ibid. 116). In short, China is managing to contain the Internet not only 

through repression, but also through the constrained flourishing of forms of online 

self-activity which are marked by mimicry and conformity to the dominant discourse. 

This model is unstable, requiring both the continuation of Chinese economic growth 

(the absence of which would cause a legitimacy crisis), and a failure to obtain its goal 

(the achievement of which would lead to a post-materialist culture and resultant anti-

authoritarian movements similar to the 1960s in the North; c.f. Skeldon, 1997: 267). 

 

The successful use of nationalism allows China to rely on hackers to take part in 

cyberconflict from a pro-government perspective in the event of conflicts with 

America, Taiwan, Japan and so on. This is considerably different from the basically 

hostile relationship between western regimes and locally-based hacker communities.  

China has taken part in crackdowns on piracy and hacking, but in an unenthusiastic 

way, reflecting the ‘killing the chicken to scare the monkeys’ principle. In 2010, 

China responded to international criticism by arresting three hackers, but the move 

was denounced as ‘window dressing’ by Canadian cybersecurity expert Ronald J. 

Deibert (Bradsher, 2010). China also claims to have arrested hundreds of domestic 

hackers, but focused this crackdown on hacking of Chinese victims (Chao, 2010). 

There is an exception for anti-regime hacking, which on occasion has even been met 

with death sentences (Abbott, 2001: 103). On the whole, however, China continues to 

be a relatively welcoming environment for hacking, and also for commercial 

cybercrime activities, compared to most western countries. In effect, China seems to 

be adopting an approach of predominantly seeking to tolerate and recuperate hackers, 

in contrast to the western response of seeking suppression. This situation potentially 

serves to locate China at the cutting edge of technological development, as well as 
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providing military advantages. It allows China to draw on local hackers to gain 

advantages in asymmetrical warfare and to carry out inter-state cyberconflict. 

 

It also serves to keep hackers out of the dissident milieu, keeping them focused on 

ethnoreligious forms of cyberconflict which are useful to the regime. Hacking as a 

form of asymmetrical warfare is encouraged by Chinese military strategists (Qiao and 

Wang, 2002; Karatzogianni, 2010: 4). The Chinese government uses hackers to attack 

the records and accounts of dissidents based outside China (Chase and Mulveron, 

2002: 71). For instance, after the 1999 organisation of a demonstration online by 

Falun Gong, the regime engaged in cyber-attacks against related websites abroad, 

‘transform[ing] cyberspace into something of an electronic battlefield’ (Wacker, 2003: 

66). The best-known incident, announced in January 2010, was massive hacking of 

Google from inside China targeting both dissident gmail accounts and Google's source 

code (Karatzogianni, 2010: 1). China also appears to be using hackers to ‘steal’ 

American software (ibid. 5), aiding technological leapfrogging and breaking 

superprofit monopolies. 

 

If China has an emerging sector to power its rise to hegemonic status, it may well turn 

out to be the quasi-black-market mass-production of virtual and real-world goods in 

an environment of loose enforcement of copyright laws — an environment which is 

already allowing Chinese companies to leapfrog technological and immaterial gaps 

and undercut monopolistic western prices with generic versions of consumer goods. 

Similarly, despite crackdowns, China remains particularly prone to piracy, which was 

crucial to the transfer of Internet technologies to China in a context of global quasi-

monopolies (Qiu, 2004: 107–108). China reportedly has one of the highest piracy rates 

in the world, with a 95 percent piracy rate for movies far exceeding US and EU levels, 
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and the US claiming significant trade losses as a result (Eschenfelder et al., 2005). 

Another example of overlaps between illicit Internet activities and the regime was the 

story revealed in 2011 that prisoners in labour camps were being forced to play online 

games as part of the vast ‘gold farming’ industry run out of China (users play online 

games in a repetitive way so as to generate in-game currency, which companies sell 

for real-world money). If China is able to emerge from dependency, it may be that it 

takes the form of a particularly large, and correspondingly difficult to control ‘island 

in the net’, ironically creating a climate for the new forms of virtual productivity 

which have long been theorised by cyber-libertarians, under the nose of one of the 

most authoritarian censorship regimes in the world. 
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